Overview of Public Whois Database and 

Possible Technical Approaches for Balancing Privacy and Access

I. Definitions

a. Port 43

b. Web Based Whois

c. Thin and Thick Whois Elements

d. Socket-Based Whois Interface

e. Others

II. Issues of Abuse – already presented

III. Basis for Technical Approaches

a. CRISP – presented next

b. Restrict zone file access – zone files are used to ascertain which domain names that are newly available.  By using the zone file, spammers know which domains should be the subject of a whois lookup on port 43.  The zone file access is not used for regular business purposes.
c. Tiered access – basis for different tiered approaches:

1. Limit Port 43 Whois (public access) to a “Thin Whois,” which does not contain contact information. 

· Issues to be determined: what to include in the “thin whois.”

2. Additional, currently required elements of the “Thick Whois” would continue to be published through a socket-based
 Whois interface, but accessible only via a Password to Authorized Users.  

· Issues to be determined: what to require for the “thick whois”; who are authorized users; how are they verified.

3. Technical implementation could occur through either:

· Protocol change = each registrar would create a list of passwords to be provided to authorized users, based on industry accepted criteria.  Both the “thick” and “thin” would remain in a single server.


or

· Moving to two servers or ports = there would be a list of authorization codes + list of authorized users, per which registrars define user preference or block certain users.  The two Whois databases would reside on the different servers or ports.  

4. Authorized users:

· Defined to include: ICANN-accredited registrars, law enforcement authorities, intellectual property (IP) interests.  Others?

· Defined users verified pursuant to industry accepted rules.  i.e., a registrar listed by ICANN; an IP interest presenting trademark evidence. 

· Users sign Terms & Conditions, which at minimum, prohibit them from using the information for marketing.

· Users can be removed from the list of authorized users if found to have violated Terms & Conditions or for other appropriate reasons.

5. Additional safeguards:

· Notice in port 43 access of the availability of Thick Whois.

· Others?

� “Socket-based” implies that it could be on Port 43, Port 1043, or whatever port we decide (as a community) to use.  Port 43 is socket-based, for instance.  It’s just a specific port on the machine.  This definition leaves the protocol available for alternatives,  in case Port 43 ends up being a thin registrar WHOIS interface, and the thick ends up somewhere else.





