Fraud Problems Associated with Mining the Whois Database

Registrants have been hit by fraudulent, abusive and annoying solicitations directed at their contact information mined from the public Whois database. As a large registrar, Register.com has seen numerous instances of these unsolicited marketing and scams.  In order to further the discussion regarding Whois and privacy, we have gathered sample data to illustrate the types of fraud associated with Whois mining.  This is only a SAMPLE of the many more instances in which scam companies, for lack of a better term, have mined the Whois database.

Attached are approximately 40 examples from the last 14 months.  We believe that all of our customers have been affected by scams and spam related to WHOIS abuse.  The issues span the gamut from outright fraud to steal credit card information, to fear-instilling “renewal” notices, to annoying and unwanted spam solicitations.  Few instances of Whois abuse involve simple, non-deceptive transfer solicitations.  Too many of our customers have fallen victim to credit card schemes, or have paid registration fees to unscrupulous marketers who pass themselves off as Register.com or our affiliates, using deceptive marketing techniques, only later to learn that they have paid a non-refundable fee to a shady company.   

Highlights (or more accurately, low points) of these scams include:

· Credit Card Fraud: Perpetrators of a credit card fraud scheme mined Port 43 to obtain Register.com’s Whois database, and sent deceptive “renewal” notices to our customers.  We have reason to believe that tens or hundreds of thousands of our customers may have received the fraudulent email.  We have no way of knowing how many of our customers provided their credit card information to the perpetrators of this scam, but suspect that the number may be in the hundreds.  The dollar value of the harm inflicted on the customers could range from the hundreds of thousands of dollars to the millions of dollars, depending on whether their credit cards were charged prior to cancellation, and on whether the above scam is a part of a larger identity theft ring.  The perpetrators of the fraud have twice circumvented efforts to shut down the site's operation and re-launched it with the same or different hosting providers.  
· Renewal Scam: Another scheme relied upon customer information that had been mined from Register.com’s Whois database (we believe this was also done through Port 43) to inundate our customers with misleading direct mail “renewal” solicitations.  These solicitations did not explain that customers who accepted the solicitation would actually be transferring their domain name registrations away from Register.com.  To the contrary, the solicitations were designed to induce customers to believe, falsely, that the solicitations were sent by or on behalf of Register.com, and/or that they were required to “renew” their registrations with the sender of the notices or they would risk losing the ability to use their domain names altogether.

· Register.com received numerous complaints from customers who, believing that they were simply “renewing” their existing domain name registrations with Register.com, sent payment to a third party reseller and/or unwittingly transferred their domain name registrations before recognizing that they had been misled.  Those customers have been forced to attempt to unwind the transfers, and in many instances have been unable to recover all of the money they sent to defendants.  

· Moreover, customers induced to “renew” their registrations with such resellers have lost email records, contact directories, and other benefits provided by Register.com to its customers. 

· Other customers, believing that the reseller is affiliated with or acting on behalf of Register.com have complained that their privacy has been violated by the reseller’s aggressive solicitation campaign and have erroneously accused Register.com of selling their contact information.  

